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Federal Acquisition Regulation 52.203–14 

practical manner the Contractor’s standards 
and procedures and other aspects of the Con-
tractor’s business ethics awareness and com-
pliance program and internal control sys-
tem, by conducting effective training pro-
grams and otherwise disseminating informa-
tion appropriate to an individual’s respective 
roles and responsibilities. 

(ii) The training conducted under this pro-
gram shall be provided to the Contractor’s 
principals and employees, and as appro-
priate, the Contractor’s agents and sub-
contractors. 

(2) An internal control system. 
(i) The Contractor’s internal control sys-

tem shall— 
(A) Establish standards and procedures to 

facilitate timely discovery of improper con-
duct in connection with Government con-
tracts; and 

(B) Ensure corrective measures are 
promptly instituted and carried out. 

(ii) At a minimum, the Contractor’s inter-
nal control system shall provide for the fol-
lowing: 

(A) Assignment of responsibility at a suffi-
ciently high level and adequate resources to 
ensure effectiveness of the business ethics 
awareness and compliance program and in-
ternal control system. 

(B) Reasonable efforts not to include an in-
dividual as a principal, whom due diligence 
would have exposed as having engaged in 
conduct that is in conflict with the Contrac-
tor’s code of business ethics and conduct. 

(C) Periodic reviews of company business 
practices, procedures, policies, and internal 
controls for compliance with the Contrac-
tor’s code of business ethics and conduct and 
the special requirements of Government con-
tracting, including— 

(1) Monitoring and auditing to detect 
criminal conduct; 

(2) Periodic evaluation of the effectiveness 
of the business ethics awareness and compli-
ance program and internal control system, 
especially if criminal conduct has been de-
tected; and 

(3) Periodic assessment of the risk of 
criminal conduct, with appropriate steps to 
design, implement, or modify the business 
ethics awareness and compliance program 
and the internal control system as necessary 
to reduce the risk of criminal conduct iden-
tified through this process. 

(D) An internal reporting mechanism, such 
as a hotline, which allows for anonymity or 
confidentiality, by which employees may re-
port suspected instances of improper con-
duct, and instructions that encourage em-
ployees to make such reports. 

(E) Disciplinary action for improper con-
duct or for failing to take reasonable steps 
to prevent or detect improper conduct. 

(F) Timely disclosure, in writing, to the 
agency OIG, with a copy to the Contracting 
Officer, whenever, in connection with the 

award, performance, or closeout of any Gov-
ernment contract performed by the Con-
tractor or a subcontractor thereunder, the 
Contractor has credible evidence that a prin-
cipal, employee, agent, or subcontractor of 
the Contractor has committed a violation of 
Federal criminal law involving fraud, con-
flict of interest, bribery, or gratuity viola-
tions found in Title 18 U.S.C. or a violation 
of the civil False Claims Act (31 U.S.C. 3729– 
3733). 

(1) If a violation relates to more than one 
Government contract, the Contractor may 
make the disclosure to the agency OIG and 
Contracting Officer responsible for the larg-
est dollar value contract impacted by the 
violation. 

(2) If the violation relates to an order 
against a Governmentwide acquisition con-
tract, a multi-agency contract, a multiple- 
award schedule contract such as the Federal 
Supply Schedule, or any other procurement 
instrument intended for use by multiple 
agencies, the contractor shall notify the OIG 
of the ordering agency and the IG of the 
agency responsible for the basic contract, 
and the respective agencies’ contracting offi-
cers. 

(3) The disclosure requirement for an indi-
vidual contract continues until at least 3 
years after final payment on the contract. 

(4) The Government will safeguard such 
disclosures in accordance with paragraph 
(b)(3)(ii) of this clause. 

(G) Full cooperation with any Government 
agencies responsible for audits, investiga-
tions, or corrective actions. 

(d) Subcontracts. (1) The Contractor shall 
include the substance of this clause, includ-
ing this paragraph (d), in subcontracts that 
have a value in excess of $5,000,000 and a per-
formance period of more than 120 days. 

(2) In altering this clause to identify the 
appropriate parties, all disclosures of viola-
tion of the civil False Claims Act or of Fed-
eral criminal law shall be directed to the 
agency Office of the Inspector General, with 
a copy to the Contracting Officer. 

(End of clause) 

[72 FR 65882, Nov. 23, 2007, as amended at 73 
FR 67091, Nov. 12, 2008] 

52.203–14 Display of Hotline Poster(s). 
As prescribed in 3.1004(b), insert the 

following clause: 

DISPLAY OF HOTLINE POSTER(S) (DEC 2007) 

(a) Definition. 
United States, as used in this clause, means 

the 50 States, the District of Columbia, and 
outlying areas. 

(b) Display of fraud hotline poster(s). Except 
as provided in paragraph (c)— 
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(1) During contract performance in the 
United States, the Contractor shall promi-
nently display in common work areas within 
business segments performing work under 
this contract and at contract work sites— 

(i) Any agency fraud hotline poster or De-
partment of Homeland Security (DHS) fraud 
hotline poster identified in paragraph (b)(3) 
of this clause; and 

(ii) Any DHS fraud hotline poster subse-
quently identified by the Contracting Offi-
cer. 

(2) Additionally, if the Contractor main-
tains a company website as a method of pro-
viding information to employees, the Con-
tractor shall display an electronic version of 
the poster(s) at the website. 

(3) Any required posters may be obtained 
as follows: 

Poster(s) Obtain from 
lllllllll lllllllll 

lllllllll lllllllll 

(Contracting Officer shall insert—(i) Appro-
priate agency name(s) and/or title of applica-
ble Department of Homeland Security fraud 
hotline poster); and 

(ii) The website(s) or other contact infor-
mation for obtaining the poster(s).) 

(c) If the Contractor has implemented a 
business ethics and conduct awareness pro-
gram, including a reporting mechanism, such 
as a hotline poster, then the Contractor need 
not display any agency fraud hotline posters 
as required in paragraph (b) of this clause, 
other than any required DHS posters. 

(d) Subcontracts. The Contractor shall in-
clude the substance of this clause, including 
this paragraph (d), in all subcontracts that 
exceed $5,000,000, except when the sub-
contract— 

(1) Is for the acquisition of a commercial 
item; or 

(2) Is performed entirely outside the United 
States. 

(End of clause) 

[72 FR 65882, Nov. 23, 2007] 

52.203–15 Whistleblower Protections 
Under the American Recovery and 
Reinvestment Act of 2009 

As prescribed in 3.907–7, use the fol-
lowing clause: 

WHISTLEBLOWER PROTECTIONS UNDER THE 
AMERICAN RECOVERY AND REINVESTMENT 
ACT OF 2009 (MAR 2009) 

(a) The Contractor shall post notice of em-
ployees rights and remedies for whistle-
blower protections provided under section 
1553 of the American Recovery and Reinvest-
ment Act of 2009 (Pub. L. 111–5). 

(b) The Contractor shall include the sub-
stance of this clause including this para-
graph (b) in all subcontracts. 

(End of clause) 

[74 FR 14636, Mar. 31, 2009] 

52.204–1 Approval of Contract. 
As prescribed in 4.103, insert the fol-

lowing clause: 

APPROVAL OF CONTRACT (DEC 1989) 

This contract is subject to the written ap-
proval of . . . . . [identify title of designated 
agency official here] and shall not be binding 
until so approved. 

(End of clause) 

[54 FR 5058, Jan. 31, 1989, as amended at 54 
FR 48990, Nov. 28, 1989] 

52.204–2 Security Requirements. 
As prescribed in 4.404(a), insert the 

following clauses: 

SECURITY REQUIREMENTS (AUG 1996) 

(a) This clause applies to the extent that 
this contract involves access to information 
classified Confidential, Secret, or Top Secret. 

(b) The Contractor shall comply with (1) 
the Security Agreement (DD Form 441), in-
cluding the National Industrial Security Pro-
gram Operating Manual (DOD 5220.22–M), and 
(2) any revisions to that manual, notice of 
which has been furnished to the Contractor. 

(c) If, subsequent to the date of this con-
tract, the security classification or security 
requirements under this contract are 
changed by the Government and if the 
changes cause an increase or decrease in se-
curity costs or otherwise affect any other 
term or condition of this contract, the con-
tract shall be subject to an equitable adjust-
ment as if the changes were directed under 
the Changes clause of this contract. 

(d) The Contractor agrees to insert terms 
that conform substantially to the language 
of this clause, including this paragraph (d) 
but excluding any reference to the Changes 
clause of this contract, in all subcontracts 
under this contract that involve access to 
classified information. 

(End of clause) 

Alternate I (APR 1984). If a cost con-
tract for research and development 
with an educational institution is con-
templated, add the following para-
graphs (e), (f), and (g) to the basic 
clause: 

(e) If a change in security requirements, as 
provided in paragraphs (b) and (c), results (1) 
in a change in the security classification of 
this contract or any of its elements from an 
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